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ports typically spike during seasonal periods, and the past months have
‘no exception. As consumer spending patterns shifted in October, fraud
activities moved with them, and attackers are doubling down on new
loopholes. November’s analysis report reveals where fraudsters concentrated
their efforts, as the sectors that demand more attention.

For the November Report, three categories stand out as key seasonal risks:

« Telecom services (MCC 4814): Large increase standing at +42.54%
e« Bicycle shops (MCC 5940): Massive spike at +108.48%

Nholesale clubs (MCC 5300): Rising fraud rates at +23.26%
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Key insight
Telecom services are @ Bicycle Shops fraud peaked
becoming the next at an unprecedented rate

prime fraud targets attempts
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- Data analysis: Fraud dollars change
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Data analysis: BPS of fraud
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~ Electronic Sales
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sis: Relationship: Fraud
o authorized spend

@ Fraud Dollars @ Authorized Spend
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@ Rippleshot Data analysis: Relative

Fraud Growth Index

Fuel Dispenser, Automated
Merchandise Stores
| Wholesale Clubs
Quasi Cash: Merchant
o Amusement Parks
Home Supply Warehouse Stores
Eating Places, Restaurants
Discount Stores

Travel Agencies and Tour Operators
Electronic Sales

Department Stores

Grocery Stores, Supermarkets

Fast Food Restaurants

Bicycle Shops

Telecommunication Services

20




pppppppppp

Selected
insights by
category




& rinpledil Telecommunication Services (MCC4814))

ANALYSIS: SPENDING

Overall spend in telecom services remained nearly flat (-0.54%), indicating stable
consumer demand. This minimal change shows that shifts in fraud are not being driven
by higher transaction volumes.

Fraud increased sharply by 42.54%, significantly outpacing spend. The fraud rate
rose to 4.61 bps, suggesting that fraudsters are strategically targeting telecom
channels, particularly prepaid top-ups, recurring billing, and small-value
authorizations that are not under stricter controls.

CONCLUSIONS

Fraud growth in this category is attack-driven rather than spend-driven. The combmatlon
of stable spend and rapidly rising fraud points to deliberate exploitation of telec;@;;,

,,,,,

payment flows, making this a priority category for enhanced monltormg and early
detection rules. gt




Bicycle Shops: Sales and Services (MCC
5940)
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ANALYSIS: SPENDING

Spending declined by 4.91%, indicating a slowdown in consumer purchases for bicycles
d related accessories during the period. Despite reduced customer activity, the
egory still displayed disproportionate fraud movement.

ANALYSIS: FRAUD

Fraud surged by 108.48%, more than doubling month over month. With a fraud
rate of 26.69 bps, bicycle shops now exhibit one of the highest fraud
concentrations in the dataset. This pattern is consistent with targeted card-not-

present attacks against merchants selling high-value, easily resold items.

CONCLUSIONS

The sharp contrast between falling spend and massive fraud growth shows that th:s
category is being aggressively targeted. It also reflects coordinated ac:trv:ty aimed at
high-ticket goods, making this a high-risk vertical requiring lmmedlate intervention and

controls from institutions.




Wholesale Clubs (5300)
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ANALYSIS: SPENDING

' increased by 7.62%, reflecting higher consumer activity often associated with
ilk purchases, holiday stocking, and trusted retail behaviors. Rising transaction
me is a natural seasonal trend for this category.

ANALYSIS: FRAUD

Fraud increased by 23.26%, rising considerably faster than spend. The fraud rate
now sits at 2.55 bps, indicating that while this category is not as high-risk as others,
fraud density is growing. Wholesale clubs’ large-ticket and bulk purchases create
opportunities for fraudulent transactions to blend into legitimate activity.

CONCLUSIONS

Fraudsters are leveraging the high-volume environment of wholesale clubs to mask :




(0 Rippleshot

Strategic
recommendations




3 Rippleshot

Strategic Recommendations (

@ Monitor low-scrutiny @ Prioritize per-dollar ® Tighten controls O Refra,
merchandise fraud growth, not just for high-ticket
categories volume CNP purchases




e is moving fast. Rippleshot helps financial institutions move faster. We proactively
detect and help stop credit and debit card fraud before it strikes.

Trusted by more than 1,700 financial institutions, Rippleshot combines Al, machine
learning, our data consortium of over 5,000 participating financial institutions and 50
million daily credit and debit transactions — and the expertise of fraud and data scientists
to deliver rapid risk detection, data-based decision rules, and actionable intelligence.
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Learn how you can
benefit from the full
capabilities of
Rippleshot’s solution

<Book a call Q)



https://calendar.google.com/calendar/u/0/appointments/AcZssZ2HMMeKHHE20IfVllidf0hvb0kocUvV18y2eiw=

